HIPAA Data Sanitization Requirements
What is the HIPAA Privacy Rule?
Officially known as the Standards and Privacy of Individually Identifiable Health Information. The HIPAA Privacy Rule concerns “national standards to protect individuals’ medical records and other personal health information. This rule requires organizations to
implement safeguards to protect patient data.

HIPAA Privacy and Security Rules and the Requirement for Covered Entities to
Dispose of PHI
“The HIPAA Privacy Rule requires that covered entities apply appropriate administrative, technical, and physical safeguards to protect the privacy of protected health information (PHI), in any form. See 45 CFR 164.530(c). This means that covered entities must
implement reasonable safeguards to limit incidental, and avoid prohibited, uses and disclosures of PHI, including in connection with
the disposal of such information. In addition, the HIPAA Security Rule requires that covered entities implement policies and procedures for removal of electronic PHI from electronic media before the media are available for re-use. See 45 CFR 164.310(d)(2)(i)
and (ii). Failing to implement reasonable safeguards to protect PHI in connection with disposal could result in impermissible disclosures of PHI.”

Who does the NIST 800-171 apply to?

“In general, examples of proper disposal methods include, but are not limited to:
For PHI in paper records, shredding, burning, pulping, or pulverizing the records so that PHI is rendered essentially
unreadable, indecipherable, and otherwise cannot be reconstructed
Maintaining labeled prescription bottles and other PHI in opaque bags in a secure area and using a disposal vendor
as a business associate to pick up and shred or otherwise destroy the PHI.
For PHI on electronic media, clearing (using software or hardware products to overwrite media with non-sensitive
data), purging (degaussing or exposing the media to a strong magnetic media in order to disrupt the recorded magFor more information on proper disposal of electronic PHI, see this HHS HIPAA Security Series 3: Security Standards - Physical
Safeguards - PDF. In addition, for practical information on how to handle sanitization of PHI throughout the information life cycle,
readers may consult NIST SP 800-88, Guidelines for Media Sanitization. - PDF”

What is the NIST SP 800-88?
The guidelines found in the NIST Special Publication 800-88 “Guidelines for Media Sanitization” offer proven methods to completely remove the data from various media types, which also includes those that may not have yet been invented. The NIST SP 800-88
outlines proven processes for sanitization that would occur with device recycling, transfer and device or data end-of-life. These
methods are known as Clear, Purge, and Destroy.
Confidentiality is the major driver for which data sanitization method is used, not the media type. In order to choose the appropriate
sanitization level, consider the following:
Identify and assign confidentiality levels.
Determine the type of storage media.
Consider the risk to confidentiality.
Decide how the media will be used in the future. Will it be reused, sold, or donated? Or will it be physically destroyed?

All
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“Data
Data Sanitization is the process of deliberately, permanently, and irreversibly removing the data stored on a
memory device to make it unrecoverable. A device that has been sanitized has no usable residual data, and
even with the assistance of advanced forensic tools, the data will not ever be recovered. There are three methods to achieve data sanitization: physical destruction, cryptographic erasure, and data erasure.”
Depending on the type of media, the condition of the device, and the confidentiality of the data stored on the device it is important
to choose the appropriate sanitization method. Certified data erasure offers tamper-proof audit reporting, sanitization for all sectors of a drive, and identification of bad sectors on a drive so that drives with poor health can be isolated and physically destroyed.
Certified data erasure offers a sustainable solution for organizations that want to reuse, sell, or donate a device.
Physical destruction methods such as shredding and degaussing may be effective, but do not provide tamper-proof reporting, verification, or the opportunity to reuse or sell a device. Many organizations use a combination of sanitization methods to achieve their
security, sustainability, and compliance goals.
Data destruction is not the same as data sanitization. Data destruction does not include verification or certification of successful
data removal beyond forensic recovery. This means that if a chosen method has not been proven to remove data in totality, whether
the data on that device is destroyed physically or by software, then it cannot be trusted as a data sanitization solution.
Read our eBook on Data Sanitization Best Practices to learn more.

May a covered entity dispose of protected health information in dumpsters
accessible by the public?
“No, unless the protected health information (PHI) has been rendered essentially unreadable, indecipherable, and otherwise cannot
be reconstructed prior to being placed in the dumpster.” See 45 CFR 164.530(c) and 45 CFR 164.310(d)(2)(i)

May a covered entity hire a business associate to dispose of protected health
information?
“Yes, a covered entity may, but is not required to, hire a business associate to appropriately dispose of protected health information
(PHI) on its behalf. In doing so, the covered entity must enter into a contract or other agreement with the business associate that
requires the business associate, among other things, to appropriately safeguard the PHI through disposal. See 45 CFR 164.308(b),
164.314(a), 164.502(e), and 164.504(e).”

May a covered entity reuse or dispose of computers or other electronic media
that store electronic protected health information?
“Yes, but only if certain steps have been taken to remove the electronic protected health information (ePHI) stored on the computers or other media before its disposal or reuse, or if the media itself is destroyed before its disposal. The HIPAA Security Rule requires that covered entities implement policies and procedures to address the final disposition of ePHI and/or the hardware or electronic media on which it is stored, as well as to implement procedures for removal of ePHI from electronic media before the media
are made available for reuse. See 45 CFR 164.310(d)(2)(i) and (ii).”

How should home health workers or other workforce members of a covered
entity dispose of protected health information that they use off of the covered
entity’s premises?
“Whatever disposal method, a covered entity must ensure that appropriate workforce members, either working on the premises or
off-site, receive training on and follow the disposal policies and procedures of the covered entity. See 45 CFR 164.530(b) and (i), as
well as 164.306(a)(4) and 164.308(a)(5) with regard to electronic PHI. These policies and procedures could require, for example,
that employees or other workforce members who use PHI off-site, including electronic PHI, return all PHI to the covered entity for
appropriate disposal.”

HIAA Security Rule - Subpart C
Specification
§ 164.306 SECURITY STANDARDS: GENERAL RULES.

Data Sanitization Simplification
Maintain an audit trail for erasure events.

(B) Risk Management (Required).

Implement security measures sufficient to reduce risks and vulnerabilities to a reasonable and
appropriate level to comply with § 164.306(a).

(D) Information system activity renew (Required).

Implement procedures to regularly review records of information system activity, such as audit
logs, access reports, and security incident tracking reports.

§ 164.308 ADMINISTRATIVE SAFEGUARDS.
(1) (I) Standard: Security management process. Implement policies and procedures to

Data sanitization should be implemented as part
of a comprehensive security strategy.

prevent, detect, contain and correct security violations.

§ 164.314 ORGANIZATIONAL REQUIREMENTS - IMPLEMENTATION
SPECIFICATIONS (REQUIRED).
(I) Business associate contracts. The contract between a covered entity and a business

Require that any business associate that has
access to ePHI has data sanitization policies in
place and utilizes the appropriate technologies.

§ 164.314 ORGANIZATIONAL REQUIREMENTS - REQUIREMENTS
FOR GROUP HEALTH PLANS - IMPLEMENTATION SPECIFICATIONS
(REQUIRED).

Data sanitization should be applied to end-oflife and temporary health records to confirm
complete removal.

associate must provide that the business associate will-- (A) Implement administrative, physical,
and technical safeguards that reasonably and appropriately protect confidentiality, integrity, and
availability of the electronic protected health information that it creates, receives, maintains, or
transmits on behalf of the covered entity as required by this subpart.

(i) Implement administrative, physical, and technical safeguards that reasonably and

appropriately protect the confidentiality, integrity, and availability of the electronic protected
health information that it creates, receives, maintains, or transmits on behalf of the group health
plan;

§ 164.316 POLICIES AND PROCEDURES.
(i) Time limit (Required). Retain the documentation required by paragraph (b)(1) of this section

for 6 years from the data of its creation or the data when it was last in effect, whichever is later.

§ 164.504 USES AND DISCLOSURES: ORGANIZATIONAL
REQUIREMENTS.
(ii) Provide that the business associate will:

Perform data sanitization on records that have
met the end of their retention period, to limit
liability. Produce a tamper-proof audit report to
demonstrate compliance.
Destroy all protected data with proper data
sanitization techniques. Produce a tamper-proof
audit report to demonstrate compliance.

(I) At termination of the contract, if feasible, return or destroy all protected health information

received from, or created or received by the business associate on behalf of, the covered entity
that the business associate still maintains in any form and retain no copies of such information
or, if such return or destruction is not feasible, extend the protections of the contract to the
information and limit further uses and disclosures to those purposes that make the return or
destruction of the information infeasible.

§ 164.504 USES AND DISCLOSURES: ORGANIZATIONAL
REQUIREMENTS.
(I) If feasible, return or destroy all protected health information received from the group health

plan that the sponsor still maintains in any form and retain no copies such as information when
no longer needed for the purpose for which disclosure was made, except that, if such return or
destruction is not feasible, limit furth uses and disclosures to those purposes that make the
return or destruction.

Destroy all protected data with proper data
sanitization techniques. Produce a tamper-proof
audit report to demonstrate compliance.

Protect Patient Information with Clarabyte’s Data Sanitization Solutions
Clarabyte’s certified data erasure software tools remove data from the entire spectrum of computers and smart devices in adherence with the NIST 800.88 guidelines.
Our proprietary algorithm offers data erasure for the entire spectrum of hard drives and solid-state drives, with verification of successful erasure, and tamper-proof reporting. Drives that are in poor health are easily identified so that they may be isolated and
physically destroyed. This unmatched level of control over data removal provides assurance that no trace of target data remains on
a device and compliance is guaranteed.
Click here to learn more about ClaraWipe Pro.

References:
https://www.hhs.gov/hipaa/for-professionals/faq/575/what-does-hipaa-require-of-covered-entities-when-they-dispose-information/index.html
https://www.hhs.gov/sites/default/files/nistsp800-88-rev1.pdf
https://www.hhs.gov/sites/default/files/disposalfaqs.pdf
https://www.datasanitization.org/

